Code of Ethics
Ethics, a term derived from the Greek “èthos” is a branch of philosophy
that studies human behaviour.
Ethics is both a set of rules and of values that govern the behaviour of mankind towards others
as well as being a measure that allows mankind to judge both its own behaviour
and that of others with regard to good and evil.
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INTRODUCTION
Since its establishment in 1954, Bertani Trasporti S.p.A. (hereinafter referred to as Company,
Corporation or Group) has adopted corporate practices based on integrity, honesty, transparency,
fairness, innovation and social and environmental responsibility as well as on humility, temperance,
courage, justice, perseverance, industriousness and sobriety.
The entrepreneurial style of the founders of Bertani Trasporti S.p.A, which has been reinforced
thanks to years of traditions, experience and sharing with employees/collaborators, has made the
commitment to daily activities one of the Company’s fundamental resources.
A primal tool in this process of disclosure and clarification of Company principles is the “Code of
Ethics”.
Honesty, integrity and ethically fair behaviours represent the Company’s core principles adopted by
everyone from the Board of Directors, to Managers, Officers and middle managers up to each
employee and all subjects, that is the Addressees, who operate in the interest of Bertani Trasporti
S.p.A. These Recipients1 undertake to comply and to made other compliant with the Code of Ethics
(hereinafter the “Code”) everyone according to his/her functions and responsibilities in their
relationships with other persons, companies, Public and private Entities, both in Italy and abroad by
adopting a method for communicating and reporting which is truthful, complete and accurate.
In carrying out its activities, Bertani Trasporti S.p.A. bases itself on the supreme principles governed
by the Universal Declaration of Human Rights adopted by the United Nations General Assembly on
10 December 1948, on the ILO conventions (International Labour Organization), concerning the
rights at Work as well as on the Italian Republic Constitution and specifically on articles 2 and 3:
- Article 2: the Republic recognizes and guarantees the inviolable rights of the person, both as
an individual and in the social groups where human personality is expressed. The Republic
expects that the fundamental duties of political, economic and social solidarity be fulfilled.
-

Article 3, paragraph 1 - All citizens have equal social dignity and are equal before the law,
without distinction of sex, race, language, religion, political opinion, personal and social
conditions.

Bertani Trasporti S.p.A. undertakes to comply with the core principles of Social Responsibility.

Recipients means in particular all subjects who operate in the interest of Bertani Trasporti S.p.A., both inside and
outside the Company, without any distinctions or exceptions, that is, both employees and external collaborators who
operate in the interest and benefit of the Company on the basis of any legal relationship such as business partners,
suppliers or those who represent the Company in whatsoever manner.

1
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1. The Code of Ethics
The current Code of Ethics (hereinafter also referred to as the “Code”) constituted by a set of
general principles and rules of behaviour –also in the light of the required activities for the
prevention of offences for which the administrative liability of corporations is provided under the
Legislative Decree 231/2001 - is a document that expresses the values and principles of behaviour
that Bertani Trasporti S.p.A incorporates in the management of its business activities and
relationships with those who interact with it.
This corporate Code specifies and favours the ongoing realisation of company “Principles” by
setting minimum and non negotiable standards of conduct in the main areas
The Code of Ethics constitutes binding guidelines for the daily working activities and is integrated by
directives, internal rules and provisions concerning the employment relationships as well as the
respect for National and International regulations.
This means that Bertani Trasporti S.p.A. will never take part in any activity that may or could result
in fraud, embezzlement, extortion, theft, malpractice or any other wilful damage to the property of
customers or any third parties.
Failure to comply with the principles contained in the Code of Ethics may result in a great damage
not only to Bertani Trasporti S.p.A. but also to its employees, business partners, collaborators and
to all the stakeholders who interact with it.
The Code is also an integral part of the Internal Control System and Risk management, as well as of
the Model of Organization, management and control adopted by the Company according to
Legislative Decree 231/2001.
The existing code does not replace or overlap the law and other internal and external rules, but
represents a document which integrates and reinforces the principles contained therein, especially
those concerning the ethical behaviour of corporations.
The Code of Ethics is directed, without exceptions, to all the Recipients, in Italy and abroad,
including but not limited to the Chairman, Directors, Statutory Auditors, Service Managers,
Collaborators, Consultants, Auditors, Dealers and other kind of business Partners, Suppliers and
Customers.
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2. The Values
Compliance: Compliance with the laws and regulations in force in the Countries where the
Company carries out its activity.
________________________________________________________________________________
Resilience: Ability to react with flexibility, promptness and entrepreneurship to the changes of the
market.
________________________________________________________________________________
Integrity: Correctness, honesty, fairness and good faith in daily activities and in internal and external
relationships.
________________________________________________________________________________
Transparency: Attention paid to the Stakeholders’ needs and expectations by ensuring carefulness,
reliability, uniformity and timeliness of information and avoiding deceptive communications in
compliance with the laws and best practices of the market.
________________________________________________________________________________
Confidentiality: Protection of privacy and confidentiality of information of which one can become
aware while performing his/her working task, by ensuring correctness, completeness, uniformity
and timeliness of the information according to the regulation in force as far as data privacy is
concerned.
________________________________________________________________________________
Responsibility: Responsibility towards all the Stakeholder in any corporate activity or decisions.
________________________________________________________________________________
Sustainability: Creation of values sustainable over time for all the stakeholders and ability to create
plans, works and services which are sustainable in the environment of use through an ethical use of
the resources aimed at safeguarding the expectations and interests of future generations in full
respect of people and environment.
________________________________________________________________________________
Collaboration and Fair Play: Enhancing and developing everyone’s skills and competences, team
spirit, sharing ideas and comparing thoughts.
________________________________________________________________________________
Quality & Safety: Utmost attention and care in the service provided to customers as far as quality,
safety and reliability are concerned, thanks to a certified Quality management system which
integrates the various skills already present.

________________________________________________________________________________
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Innovation: Ensuring efficiency and research in the activities offered by our company .

________________________________________________________________________________

3. Commitment towards all the Stakeholders
3.1 Respect for Human Rights
Bertani Trasporti S.p.A. respects the human rights recognized internationally and its activity is
founded on the guiding principles of the United Nations concerning enterprises and human rights.
Bertani Trasporti S.p.A. rejects all form of discrimination with regard to employment and
occupational issues, slavery, child labour, threats to people who defend human rights and any other
breaches of human rights. Furthermore it gives particular importance to the protection of
fundamental labour rights .
The Company undertakes to ensure that its business partners, and in particular its suppliers and
their subcontractors, will also comply with these principles.
ü Example: Should an Area Manager become aware that a Supplier has an ethically unfair behaviour
(e.g.. employment of minor personnel in the productive process or exposure of employees to serious
hazards to health), he/she shall implement all the required actions and promptly report it to his/her
line Manager. The Company will accurately analyse the relationship with the unfair Supplier and
terminate said relationship, if necessary.

3.2. Protection of diversity and equal opportunities
Bertani Trasporti S.p.A. values the diversity of its employees. For this reason the concepts of
diversity and inclusion are part of its business strategy aimed at promoting the conscious
management of diversity and individuality. This prerequisite is essential for the economic success of
the Company. According to the corporate principles, the Company establishes relationships which
are characterized by mutual respect, tolerance and fairness. Equal opportunities are an objective to
be constantly pursued.
Discrimination in any form is not tolerated, especially with regard to:
• sex, social origin, and nationality
• religion and world-view
• political, social and trade union activities
• identity and sexual orientation
• physical and mental disabilities, or
• age.
Bertani Trasporti S.p.A. respects its employees’ rights relating to personality and creates a culture
of tolerance thanks to which any person can develop himself/herself as an individual in order to
express his/her potential in the workplace. Any form of discrimination, abuse or mobbing is in
contrast with and detrimental to the image of the Company and cannot be adopted inside Bertani
Trasporti S.p.A.
All the involved subjects are responsible for creating a tolerant, fair, respectful and collaborative
working environment.
8

ü Example: Should a person, during the performance of his/her working activity, assist to acts of
discrimination connected to diversities of colour or race, harassments of whatsoever nature, mobbing
etc., he/she shall draw the attention of the involved person to said behaviour and, if unable to take
action directly, shall report the occurrence to his/her line Manager, the Human Resources department
or directly to the Surveillance Body in order to put an end to this situation as soon as possible.

3.3. Impartiality, equity and equality
The Company requires all its Collaborators to operate impartially and loyally, not only when carrying
out their duties but also in the relationships with other companies and external partners of Bertani
Trasporti S.p.A.
The Company pursues the enhancement of the sense of belonging to the company and condemns
any form of discrimination and/or abuse both in the internal and external relationships.

3.4 Fight against racism and xenophobia
The fight against any form of racism and xenophobia is a fundamental value of the Company.
Therefore it rejects any activity which may entail dissemination of ideas based on racial superiority
or hatred, acts of discrimination or violence as well as the incitement to said actions for reasons
associated to race, ethnic origin, nation or religion.
Any form of racism, xenophobia and the denial of crimes against humanity, in whatsoever manner
they are expressed, including their dissemination by press or social media, shall be absolutely
considered as a criminal offence.
ü Example: Should a person observe any form of aversion towards foreign colleagues and/or
collaborators, as well as attitudes and behaviours which result in the segregation of said individuals,
he/she shall immediately report it to his/her line Manager, the Human Resources Department and the
Surveillance Body, if necessary. Failure to intervene means being complicit or contributing to the
continuation of said form of racism and xenophobia which are forbidden by the law.

3.5 Health and safety in the workplace
The Company undertakes to offer a working environment which protects the health and safety of
its staff, considering this to be a productive investment, growth factor and investment for the
Company itself.
The Company undertakes to protect the moral and physical integrity of its employees, consultants,
collaborators and all its interlocutors.
To this end, Bertani Trasporti S.p.A promotes responsible and secure conducts and takes all
necessary security measures required by technological development to ensure a safe and healthy
working environment, in full compliance with current legislations on prevention and protection.
Therefore the Company take any measure to ensure the fulfilment of the relevant legal obligations
(Legislative Decree 81/2008 – art. 30, ‘Consolidated Text on Security);
The Company is committed to promoting and consolidating safety awareness through prevention,
developing an understanding of risks and promoting responsible behaviour by everyone, providing
adequate information and training to ensure full and timely compliance with regulations and
9

internal procedures, requiring that any deficiencies or non compliance to applicable standards be
promptly reported.
In particular, in compliance with the Company health and safety rules, the following directions are
taken:
• it is the Company intention to enforce and make effective to its organizational and work
breakdown structure standards for the protection of occupational health and safety with the
aim of systematically reducing risks to personnel in the event of accidents and occupational
illnesses;
• this objective is considered strategic to the Organisation, which aims to pursue it with a view
to continuous improvement of its operational management, in synergy with the primary aim
of maximizing business, reducing waste, diseconomy and improving profitability;
• the Company uses its “Risk Assessment Document” as a reference tool for preventive activity
by developing a security procedure, operating instructions, personnel formation and training
programs on the basis of what is established in the “Risk Assessment Document”, updates of
which are ensured through the support and assistance of qualified resources that provide
expertise, experience and skills;
• the Risk Prevention and Protection Service is managed in accordance with set objectives,
ensuring economic and financial resources and adequate personnel, all maintained over
time, with the use of external resources should the adequate skills not be available within
the organization.
• The Company’s activity is based on standards recognized by accredited Certification Bodies.
ü Example: If a worker in a company department should observe that a colleague/collaborator is not
wearing the required Personal Protection Equipment while performing his/her task, he/she shall
report the non-compliance to the Area Manager. The notification will help to avoid any possible risks
and injury for the person and to comply with the law.

3.6 Protection of the environment
The Company contributes to the awareness and spreading of environmental protection issues and
manages its activities in an eco-friendly manner, in compliance with existing national and
European Community legislation.
In the implementation of its activities, Bertani Trasporti S.p.A. pledges that all projects, processes,
methodologies and materials take into account scientific progress and the best possible
environmental experience in order to respect territorial balances, prevention of pollution and
protection of the environment and landscape.
The Company has put in place an efficient environment management system which complies with
all National and International regulations in force. The Company is based upon the following
fundamental principles:
• zero pollution;
• continuous optimization in the use of resources;
• development of products and services which are increasingly environmentally friendly.
• the activity of the Company is based on standards recognized by accredited Certification
Bodies.
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The Company’s activities are carried out by minimising any emissions whatsoever through the use
of available new technologies.
The Company carries out specific inspections aimed at minimising polluting emissions, and avoiding
damages to the environment.
Furthermore the waste produced during the performance of the company activities are regularly
stored and disposed of, by entrusting qualified and specialized organizations with these operations,
if necessary.
The Company intends to maintain and enhance public confidence concerning the fairness of its
activities by openly reporting and consulting with others to improve understanding of
environmental issues associated with its operations.
ü Example: The presence of a battery has been detected, located in the recycling point, in contact with
the floor next to a water trap. The person who has noticed this situation shall immediately report to
the competent operator informing of the problem so that he/she may proceed with the correct
storage of the battery in the appropriate retention basin. If you avoid to take action, believing that
someone else will do so, this could result in a dangerous situation and damages to the environment.
Reporting means respect for the Environment and the laws in force.

4.Principles of Corporate Business Responsibility
4.1 Management of the Business process
In their commercial relations and in general in the management of corporate business the
Recipients shall maintain an ethical and fair behaviour, based on the utmost transparency, clarity
and efficiency as well as compliant with the laws.
In the commercial and promotional relations, the Recipients shall also maintain a behaviour in line
with the corporate policy of Bertani Trasporti S.p.A., which can never result in infringements of the
laws in force, the company procedures which have been adopted in relation to each Service
provided or to the Corporate Policy and Code of Ethics even when aimed at attaining the corporate
purposes.
In carrying out their own duties, the Collaborators who hold executive positions shall also abide to
any rules and conditions set out at organizational and managerial level, paying attention to the
spending programmes and to the operational procedures of the Company, in the framework of the
planned and approved budget and by involving the relevant corporate Services.
Collaborators and those subjects who purchase goods and/or services, also including external
consultancy services, on behalf of the Company, shall act both in compliance with the specific
procedures and the principles of fairness, cost-effectiveness, quality and lawfulness, as well as to
exercise ordinary care and due diligence.

4.2 Relations with the Public Administration
In Bertani Trasporti S.p.A. deals are not closed at all costs. The fundamental principle is “do not
corrupt or allow yourself to be corrupted”
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The people appointed by the company to follow all business negotiations, request or relationship
with the Italian or foreign P. A. must not for any reason try to improperly influence the decisions of
Public Officials/Public Service Officers who deal with the Italian or foreign P.A. or take decisions on
its behalf.
In relations with employees of public authorities and public sector companies, as well as with civil
servants and politicians, the Company always acts in accordance with our business principles. The
Company avoids giving even the faintest hint there might be an inappropriate influence,
for example, through payments, benefits or other advantages. This rule is adhered to even when, in
relations with the public administration, such favours are apparently "usual" or "expected".
Through training courses and regular checks, the Company ensures that corruption is prevented,
discovered and punished.
During a request or a commercial relationship with Italian or foreign Public Officials and/or Public
Service Officers, the following actions cannot be taken - directly or indirectly -, including but not
limited to:
• directly or indirectly promise or offer money or other benefits to Italian or foreign Public
Officials and/or Public Service Officers, from which an interest or advantage may be obtained
for the Company itself;
• promise and/or offer any object, service, or added value performance to induce Italian or
foreign Public Officials/Public Service Officers to use their influence on other subjects
belonging to the Italian or foreign P.A;
• offer any object, service, performance or favour to Italian or foreign Public Officials/Public
Service Officers, or their relatives within the 2nd degree, directly or through a third party,
except in the case of gifts or other benefits of modest value, which fall within the customs
and traditions;
• have work relationships with P.A. employees or hiring former employees of the Italian or
foreign P.A., or their relatives within the 2nd degree, who participate or have personally and
actively participated in business negotiations or endorsed requests made by the Company to
the Italian or foreign Public Administration;
• propose - on a personal basis and in whatsoever manner - employment and/or commercial
opportunities that may benefit Public Officials and/or Public Service Officers;
• solicit or obtain confidential information that may compromise the integrity or reputation of
both parties;
• carry out any other act aimed at inducing foreign Public Officials and/or Public Service Officers
to do or omit to do something in violation of the laws of the legal system to which they
belong.
It is forbidden to allocate subsidies, grants or financing obtained by the State or by another public
body or by the European Community, even of modest value and/or amount, to purposes other than
those for which they have been granted.
The Company condemns any conduct aimed at obtaining, by the State, the European Communities
or any other public body, any type of contribution, financing, soft loan or other provision of the
same type, by means of altered or falsified declarations and/or documents, or by means of omitted
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information or, more generally, by means of tricks or deceptions, including those carried out by
means of an IT or telematic system, aimed at misleading the body paying the benefits.
Particular attention must be paid to the organization of promotional and entertainment events that
involve representatives of the Public Administration in any form; this organization must, in any case,
take place in full compliance with current regulations, company procedures, the Model and the
principles of the Code of Ethics.
ü Example: in relations with public administrations, unambiguous ethical behaviour must be adopted. If
an employee/collaborator has to interact with the representatives of a P. A. to obtain an authorization
for the company and he/she considers asking to organize the activity in such a way as to facilitate the
company to obtain the authorization through mutual acquaintances, his/her intention is prohibited.
He/she must refrain from adopting unlawful behaviour which are sanctioned by law.

4.3. Relationships with Clients and Suppliers

In relationships with clients, suppliers and third parties in general the following is forbidden: offers
of money, the giving of benefits of any kind or gifts aimed at obtaining real or apparent advantages
of any kind, or that could compromise integrity or reputation of one of the parties or that may
affect their independence of judgment (e.g. promises of economic benefits, favours,
recommendations, promises of job offers), or that are aimed at conditioning the beneficiary and
pushing him to behave contrary to official duties or loyalty obligations or which are in any case
suitable for distorting free competition.
The Company builds and maintains relationships with its business partners and clients only through
its services, and not by influencing them inappropriately. Moreover, the Company does not allow
itself to be influenced in an inappropriate way; it bases its decisions on objective and
understandable reasons.
Bertani Trasporti S.p.A. does not tolerate unlawful conduct by its employees, business partners or
clients. Decisions based on the illicit management of the contractual phase distort competition and
damage the Company and the common good. In order to prevent possible damage to the Company,
Bertani Trasporti S.p.A. avoids giving even the faintest hint there might be an inappropriate
influence.
ü Example: Corruption is a serious phenomenon in business relations. If the Head of the Sales Area, who
communicates directly with the client for the assignment of a tender launched by the client, proposes
to condition the tender in favour of his/her Company upon payment of a fee, this is corruption. This
behaviour, if detected, must be reported immediately to your superior or the Supervisory Body.

4.4 Relations with the Judicial Authority and with the Authorities with inspection powers in
the context of inspections, accesses, verifications carried out by these Authorities
Bertani Trasporti S.p.A. acts in compliance with the law and does not impede, within the limits of its
competences, the correct administration of Justice.
In carrying out its business, the Company operates in a lawful and correct manner, collaborating
with the representatives of the Judicial Authority, the Police and any Public Official who has
inspection powers.
Relations with the Judicial Authorities and the Judicial Police bodies, of every order and degree,
must be based on the utmost transparency, correctness and collaboration; in this regard, the
13

Recipients - especially if they are involved in judicial proceedings - must not adopt reticent,
negligent behaviour or conduct that may result, even indirectly and/or involuntarily, in hindering
the work of the Justice bodies. Similarly, Recipients must not put any pressure on a person not to
make statements or to make false statements before a Judicial Authority, or threaten him/her,
including through the use of physical violence; or they must not offer money or other benefits for
the same purpose.

4.5 Relations with business partners and donations
Acts of commercial courtesy are permitted as long as they are of modest value or in any case such
as not to compromise the integrity or reputation of either party, or to be interpreted by an
impartial observer as aimed at acquiring undue and / or improper advantages;
in any case, they have to be carried out in compliance with the indications contained in the
company procedures. Moreover acts of commercial courtesy must never be carried out in
circumstances that could give rise to suspicions of conduct in contrast with the inspiring principles
of the Code of Ethics.
The acceptance of money given by individuals or legal entities who have business relationships with
the Company or intend to start them is prohibited.
These rules do not allow for exceptions even in those countries where offering gifts of value to
business partners is customary.
In relations with business partners and clients, gifts and invitations (acts of donation) represent a
common practice that is acceptable within reasonable limits. To avoid reputational damage and
financial losses for Bertani Trasporti S.p.A., business decisions are based on objective and
understandable reasons and should not be influenced by inappropriate acts of donation.
Employees cannot encourage, solicit or ask for gifts, invitations, personal services or favours from
business partners for themselves or others. Acts of donation must be rejected if they can generate
even the faintest hint there might be an inappropriate influence.
The Company provides that promotional and occasional gifts freely offered by business partners
can be accepted only if their value is contained within reasonable limits. Invitations to lunch /
dinner or events are allowed provided that they are freely offered as part of a commercial occasion,
that they do not occur too often and that the invitation is related to the particular commercial
occasion.
As a guideline of what can be considered reasonable, a value of € 50.00 for gifts and a value of €
100.00 for invitations from third parties are considered appropriate. In case of doubts about the
adequacy of gifts or invitations, the person involved must discuss with his/her manager.
In case of donations that exceed the guideline values, they must be made public and their receiving
must be documented. Any other reporting obligations under the provisions of the law, such as tax
legislation, remain unaffected.
Even when it comes to gifts and invitations to business partners and clients, employees and
collaborators of the Company must adhere to the principle of avoiding to give even the faintest hint
there might be an inappropriate influence. Donations are permitted only within reasonable value
limits and in the context of a normal commercial activity. With regard to gifts and invitations to
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employees of public authorities and public sector companies, as well as public officials and
politicians, their appropriateness should be evaluated critically.
ü Example: If a supplier with whom the employee has a business relationship offers him a gift of a
certain value, even if he/she is certain that accepting the gift would not affect the business relations,
the value of the gift must not exceed the limits contained in this Code. If the interested party has
doubts, it is recommended not to accept the gift or to agree with his/her superior on the behaviour to
adopt.

4.6 Transparent and complete information
The Company, complying with the principle of transparency, undertakes to disclose correct, truthful
and complete information in favour of third parties.

4.7 Selection of business partners
Bertani Trasporti S.p.A. compliance with the Corporate Code of Ethics and with the law is expected,
not only from employees, but also from business partners, such as clients and suppliers.
According to the risk, before concluding a contract, Bertani Trasporti S.p.A. performs an integrity
check and follows a formalized due diligence process. Employees responsible for selecting business
partners are required to carry out the assessment as part of a transparent selection procedure in
order to ensure that potential business partners comply with this Code of Ethics.
Bertani Trasporti S.p.A. trusts in the compliance with the principles governed in the Code of Ethics
of its business partners even after the signing of the contract.
The business partners of Bertani Trasporti S.p.A. are required to communicate the standards of the
Code of Ethics and the obligations arising from it to their employees. Moreover, business partners
are obliged to pass on these principles to their suppliers and to make an effort to ensure
compliance with them.
In the event of potential violations of the requirements of this Code of Ethics by business partners,
the responsible employees shall take steps to reach a clarification with the business partner.
ü Example: : if an employee/collaborator of Bertani Trasporti S.P.A. who has commercial relations with a
Supplier realizes that the same violates the principles contained in the Code of Ethics, he/she shall
immediately inform his/her Manager who will check the situation and, if necessary, interrupt the
existing contractual relationship.

4.8 Conflict of interest
All business decisions and choices made on behalf of Bertani Trasporti S.p.A. must correspond to its
best interest and be in line with the provisions of the Code of Ethics in force.
Collaborators, therefore, must avoid situations and/or activities that could lead to conflicts of
interest with those of the Company, or that could interfere with their ability to make impartial
decisions, safeguarding the best interest of the same.
If there are situations of conflict between the interests of the Collaborators and those of the
Company, including but not limited to:
1) personal financial relationships or of family members within the 2nd degree (for example the child
- 1st relative - or the grandchild - 2nd relative) with business partners, competitors, suppliers or
clients of the Company;
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2) commercial transactions between family members within the 2nd degree (for example the child 1st relative - or the grandson - 2nd relative) and the Company;
3) commercial transactions with business partners without any reference to price, quality of service
or other measurable factors;
4) personal relationships of external collaboration with business partners, competitors or suppliers;
It is necessary that such situations, even if potential, merely presumed or, in any case, that could
occur in the future, are immediately communicated, in writing, to the employee's/collaborator's
superior or, if it is not possible, to the employee's/collaborator's manager who will inform the
Supervisory Body.
In any case, the Recipients are required to refrain from any activity connected with the situation
that is the source of the conflict.
The Company will not be represented in relations with the Italian or foreign P.A by third parties
when a conflict of interest can be configured, even if only abstractly.
Third parties (such as consultants, suppliers, sales and assistance network Organizations) who
operate on behalf of the Company shall refrain from having relations with the Italian or foreign P.A.,
in any other case in which there are conflicts of interest or other reasons that conflict with the
principles referred to in this Code.
The Company has adopted a procedure that regulates the hypotheses of conflict of interest that all
collaborators must be aware of and comply with.
ü Example: If the Purchasing Manager asks his collaborator to check some offers of a specific supply of
goods and, in the process, the collaborator realizes that one of the most convenient offers comes from
the Company of a close friend of the collaborator, he shall immediately inform his Manager and refrain
from participating in the decision-making process, to avoid any suspicion of conflict of interest.

5. Corporate management principles
5.1. The example as a guarantee of the CODE OF ETHICS
Collaborators who have a role of responsibility, such as, for example, the Chairman, Directors,
Managers and Heads of Departments shall represent an example, provide leadership and guidance
in accordance with the principles of conduct in business contained in the Code of Ethics. With their
behaviour, they must show to other Collaborators that compliance with the Code of Ethics is a
fundamental aspect of their work, making sure that they are aware that business results must never
be separated from compliance with the principles of the Code of Ethics.
The individuals in a position of responsibility indicated above shall report any case of noncompliance with the provisions contained in the Code of Ethics. They are also responsible for
ensuring the protection of those who, in good faith, report violations of the Code of Ethics; they
have to adopt and apply, possibly after consulting the Supervisory Body, sanctions commensurate
to the violation committed, and sufficient to represent a deterrent for further violations.
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5.2 Principles relating to corporate offences
The Company prohibits any conduct, by anyone, aimed at supporting, encouraging, facilitating and
inducing the members of the corporate bodies, the Managers and any liquidators of the Company
to violate one or more of the principles indicated below.
Any behaviour aimed at altering the correctness and truthfulness of the data and information
contained in financial statements, reports or other corporate communications required by law,
addressed to shareholders, the public and the company carrying out the audit is prohibited.
All the individuals called to prepare the aforementioned documents are required to verify, with due
diligence, the correctness of the data and information that will then be implemented for the
drafting of the documents indicated above.
The Company requires Directors, Managers and Collaborators to behave correctly and
transparently in the performance of their function, especially in relation to any request made by
shareholders, the management control body, other corporate bodies and the auditing company, in
the exercise of their respective institutional functions.
It is forbidden for Company Administrators to engage in any conduct aimed at causing damage to
the integrity of the corporate assets.
The Company Administrators must not carry out any type of corporate transaction likely to cause,
even potentially, damage to creditors.
It is forbidden to perform any act, simulated or fraudulent, aimed at influencing the will of the
members of the shareholders' meeting to obtain the irregular formation of a majority and/or a
different resolution.
It is forbidden to spread false news both inside and outside the Company concerning the latter, its
Collaborators and third parties who work for it.
The Collaborators, on the occasion of checks and inspections by the competent public Authorities,
shall behave with the maximum availability and collaboration towards the inspection and control
bodies.
ü Example: every end of the year, the company must proceed to the valoriation and recording of the
revenues not yet invoiced. Given the exceeding of the revenue threshold, the person in charge of
recording decides to invoice the services carried out during the year, and not yet invoiced, in the
following year. This choice was made in order not to have a budget with too high revenues and to
defer the taxation on the revenues to the following year . Such behaviour is prohibited by law. It cannot
be done because the numbers in the financial statements would lose their truthfulness (the financial
statements would lack of some revenues of the year) and in any case the taxation would be postponed
which is not permitted by the law.

5.3. Compliance with customs and free competition rules
Bertani Trasporti S.p.A. complies with the provisions of tax and customs law, which include
corporate income tax, payroll tax, value added tax, customs duties and excise duties due for the
import of goods.
The correct and timely declaration of taxes and duties to be paid is fundamental for Bertani
Trasporti S.p.A.
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Free competition is protected by the current antitrust legislation. Compliance with this legislation
guarantees the non-distortion of competition in the market, to the advantage and in the interest of
all those who operate in it.
In particular, agreements and practices established between competitors with the aim of hindering
or limiting free competition are prohibited. Moreover, it is not allowed to abuse a dominant
position in the market. For example, abuse of a dominant position means: a different treatment of
clients without any objective justification (discrimination); the refusal to carry out supplies; the
imposition of unjustifiably burdensome prices and conditions of purchase or sale; making the
conclusion of contracts consequent to the acceptance by the other contractors of supplementary
services which, by their nature and according to commercial usage, have no connection with the
subject of the same contracts. Conduct that violates free competition can not only significantly
damage the reputation of Bertani Trasporti S.p.A. but it can also involve serious penalties, both
financial and criminal, and is in any case considered particularly serious.
Collaborators and individuals who purchase any type of goods and/or services, including external
consultants, on behalf of the Company, shall act in compliance with both the appropriate
procedures and the principles of correctness, cost-effectiveness and quality, and operate with due
diligence as expressly regulated in art. 1176 of the Civil Code, to be assessed with regard to the
nature of the activity carried out.
ü Examples: On the occasion of a specific sector training course, a Bertani Trasporti S.p.A. employee
interacts with an employee of a competing company. He/she realizes that the interlocutor is trying to
steal information regarding the Company Know-how. In return, the interlocutor declares
himself/herself ready to reveal the same type of information about his/her company.
The Bertani Trasporti S.p.A. employee must make it clear and unequivocal to the interlocutor that
he/she does not intend to talk about confidential topics. The disclosure of confidential information is
prohibited by competition laws, causing serious repercussions on the defaulter, the Company as well
as the interlocutor and his/her company.

6. Principles of responsibility on the workplace
6.1 Recruitment
It is forbidden for employees to accept or solicit promises or payments of money or goods or
benefits, pressures or services of any kind that may be aimed at promoting the hiring of a
Collaborator or his/her transfer or promotion.
The Company does not tolerate any form of irregular work.
It is specifically prohibited to hire foreign personnel without a residence permit or with an expired
residence permit, the renewal of which has not been requested in the terms of law, or with a
residence permit that has been revoked or cancelled.
The Company rejects all forms of exploitation of the state of need of all workers, and refrains from
any relationship with intermediaries who are even suspected of recruiting labour by taking
advantage of the aforementioned state of need.
The Company undertakes to strictly comply with the current and applicable legislation on working
hours, rest periods, weekly rest periods, compulsory leave, holidays.
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It also undertakes to pay workers proportionate salaries in relation to the quality and quantity of
the their work, and in any case, in line with the provisions of the applicable Collective Labour
Agreement.
The Company condemns the use of degrading or potentially dangerous working conditions,
surveillance methods or housing situation deemed absolutely unacceptable.
ü Example: An interview is made to a Ukrainian driver, who has passed the driving test, therefore his
documents are requested to evaluate the hiring. In this phase you realize that the driver has an expired
residence permit; the driver reassures that he already has the appointment for the renewal at the
competent authorities, so you decide to hire him anyway, as he will soon obtain the permit.
Absolutely NO,
in this case the hiring cannot take place until the driver has renewed the residence permit and has
shown the company the regular documentation.

6.2 Professionalism and training
The Company undertakes to ensure that the subjects operating within it, or those to whom the
Company entrusts the performance of certain services, have proven competence, professionalism
and experience requirements.
With particular reference to its staff, the Company constantly takes care of its training, updating
and professional growth.

6.3 3 Enhancement of human resources (Equal opportunities)
All employees/collaborators of Bertani Trasporti S.p.A. help to define, maintain and improve the
image of the Company itself and the quality of the services offered.
Bertani Trasporti S.p.A. enhances its human resources by implementing a serious staff management
policy, and more precisely by promoting the criterion of meritocracy and the recognition of the
quality of work as well as the growth and development of employees/collaborators through training
activities.
The Company also recognizes the productive potential coming from all the workers. It promotes all
those conditions that make the right to work effective, without distinction of sex, race, language,
religion, political opinions, personal and social conditions in reference to the provisions contained
in art. 3 of the Constitution which offers the principle of equality and equal opportunities as
fundamental principles.

6.4 4 Representation of workers
Recognizing the fundamental right of all workers to establish trade union representation within the
company, we commit to collaborate with trust and transparency with the employee
representatives, to have a constructive and collaborative dialogue with them, aimed at achieving a
legitimate balance of interests. Having professional relationships with employee representatives
without privileges or discrimination is an integral part of our corporate culture.
The future of Bertani Trasporti S.p.A. and of its employees goes through the spirit of collaboration
for the resolution of any conflicts, and social commitment in order to guarantee competitiveness
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and innovation. The Company's profitability and the protection of employment are of equal
importance and are the subject of common objectives.

7. Methods for implementing control
7.1 Implementation
7.1.1 Communication and training
In order to make all employees/collaborators aware of it and to make it binding, the Code of Ethics:
• - is shared within the Company, by delivering an electronic copy of the same to the
shareholders, corporate bodies, Service Managers and Employees/Collaborators of the
Company. A copy of the Code is inserted in the company Intranet and, in any case, it is made
available and can be consulted on the Company portal;
• - is disseminated outside the Company through specific information sent to consultants,
suppliers and Clients as well as through report and publication on the website
www.bertanitrasporti.it, from which it is freely downloadable.
Furthermore, in order to allow the Code of Ethics to be fully operational, Bertani Trasporti S.p.A.:
• ensures the timely dissemination of the Code of Ethics and subsequent updates and
amendments among the Recipients;
• provides Collaborators with adequate training and information support, also in order to allow
the resolution of interpretative doubts relating to the provisions contained in the Code of
Ethics;
• guarantees that Collaborators who report violations of the Code of Ethics are not subject to
any form of retaliation;
• adopts sanctions that are fair and proportionate to the type of violation of the Code of Ethics,
in compliance with the provisions of the law and of the contract applicable to each individual
case;
• activates periodic checks to ascertain compliance with the rules of the Code of Ethics.
Bertani Trasporti S.p.A. encourages constructive contributions on the contents of the Code of Ethics
by Collaborators, both in the implementation phase and in the subsequent phase, whenever any
deficiencies or the need for its updating should be highlighted (following regulatory changes or the
most established international practices as well as for experience acquired in the application of the
Code of Ethics itself); in this event, it must be reported to the Supervisory Body.

7.1.2 Interpretative issues related to the Code of Ethics
For questions relating to the interpretation and application of specific rules or for clarifications on
the Code of Ethics, Collaborators should contact the corporate Compliance function and the Human
Resources function and/or the Supervisory Board at the following e-mail: odv@bertanitrasporti.it

7.1.3 Amendments and revisions
The Code of Ethics is subject to periodic review by the Board of Directors of Bertani Trasporti S.p.A.
and any update, amendment or addition to the same must be approved by the Board of Directors
with the same procedures adopted for its initial approval.
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7.1.4 Conflicts with the Code of Ethics
In the event that even one of the precepts of the Code of Ethics stands in opposition with the
provisions set out in the internal regulations or procedures, the Code of Ethics must be considered
prevailing.
The Code of Ethics supplements the content of the other Codes of Ethics or category codes
currently adopted by the Company without replacing them.

7.2 Control
7.2.1 Reporting violations
The Company guarantees all Recipients access to one or more channels that allow them to submit
detailed reports (hereinafter the "Reports") of irregularities or offences with the aim of protecting
the integrity of the entity and, among these:
• alleged or actual unlawful conducts which are relevant pursuant to Legislative Decree
231/2001 and based on precise and concordant facts;
• alleged or actual violations of the Model or the Code of Ethics adopted by the Company.
All Recipients of the Code of Ethics and of the Model can submit Reports, if, in good faith, they
believe that there is an unlawful conduct occurring or violations of the Model or of the Code of
Ethics that they became aware of due to their functions. The Report is made in good faith when it is
made based on a reasonable belief of factual and detailed elements.
To manage the whistleblowing reports, the Company has established specific rules and a
whistleblowing process in a special "Procedure for reporting violations (so-called "whistleblowing")"”
Reports can be made through various alternative channels suitable for ensuring the confidentiality
of the whistleblower's identity.
The established channels are:
- an e-mail address dedicated to anonymous reports and accessible only to the two external
members of the Supervisory Body bertani@odvsegnalazioni.com;
- an e-mail address reserved and accessible to the members of the Supervisory Board
odv@bertanitrasporti.it.
Reports can also be anonymous, but in this case they will be taken into consideration only if
sufficiently precise and with detailed elements such as to make it possible to understand what
happened and start an investigation.
In any case, the confidentiality of the identity of the whistleblower and of the information is
ensured in any context subsequent to the Report itself, without prejudice to legal obligations and
the protection of the rights of the Company or of the persons accused in bad faith.
In any case, the Company guarantees the whistleblowers in good faith against any form of
retaliation, discrimination or penalisation for reasons connected, directly or indirectly, to the
report, without prejudice to the right of the assignees to protect themselves if any civil or criminal
liability of the whistleblower is ascertained linked to the false declaration and without prejudice to
legal obligations.
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7.2.2 Treatment of violations
The Supervisory Body in its control function, once any breaches of the rules of the Code of Ethics
are detected, reports them to the competent bodies to take the related disciplinary measures,
according to the procedures provided for by the Disciplinary System, based on the type of
infringement.

7.2.3 Binding nature of the Code of Ethics and disciplinary system
Compliance with the rules of the Code of Ethics shall be considered an essential part of the
contractual obligations of the Company's Collaborators, pursuant to and for the purposes of art.
2104 of the Civil Code and the current Collective Labour Agreement.
The violation of the rules of the Code of Ethics represents non-fulfilment of the primary obligations
of the employment relationship or a disciplinary offence, with all legal consequences, including with
regard to the preservation of the employment relationship itself. It may also lead to actions for
compensation for damages that the violation caused.
In particular, the violation of the principles contained in the Code of Ethics may result in the
application of the sanctions contained in the corporate disciplinary system adopted, pursuant to
Legislative Decree 231/01.
For Recipients who are not Collaborators, the compliance with the Code of Ethics is a prerequisite
for the continuation of the professional/collaboration relationship with the Company

8. Confidentiality and Data Privacy Protection
When carrying out its business activity, Bertani Trasporti S.p.A. collects a great amount of personal
data and confidential information; the Company undertakes to process said data in compliance with
all laws in force in its jurisdiction and with the best practices applied with regard to confidentiality
and data privacy issues.
The Company which had already adopted and adhered to the provisions of the previous relevant
laws (formerly Law no. 675 of 31.12.1996 and lastly Legislative Decree 196/2003) concerning the
protection of personal data, currently operates in compliance with the provisions of the Regulation
(EU) 2016/679 of the European Parliament and of the Council dated 27th April 2016 (General Data
Protection Regulation, also known as “GDPR”), as well as with Legislative Decree 196/2003, as
amended by Legislative Decree 101/2018 (hereinafter “Privacy Regulation”).
For a greater protection and transparency towards the Data Subjects, the Company, in its position
of Data Controller, has deemed appropriate to entrust qualified personnel inside the company with
specific tasks concerning the processing of personal data, in compliance with the accountability
principle contemplated by said GDPR.
Furthermore, the Company ensures a high level of security in selecting and using its information
technology systems for the processing of personal data and confidential information; it also
declares that all security measures has been adopted in order to protect said data as prescribed by
the laws in force.
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9. Fundamental documents concerning compliance
The Code is an integral part of the internal Control and Risk Management System as well as of the
Model of Organization, Management and Control adopted by the Company pursuant to Legislative
Decree 231/2001.
The present Code shall be interpreted in the light of the whole Compliance system of the company
and in particular of the following reference documents:
i) Model of Organization adopted pursuant to Legislative Decree 231/2001
ii) Disciplinary System adopted pursuant to Legislative Decree. 231/2001
iii) Privacy Model of Organization

Final provisions
This Code of Ethics has been approved by the Board of Directors and constitutes an official
document of the Company. Any amendments and/or integrations herein shall be approved by the
Board of Directors, following consultation with the Surveillance Body and shall be disclosed to all
recipients.
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1. GENERAL PRINCIPLES
These Rules are aimed at defining the field of application, means and rules for the use of tools by the
appointee users (employees, collaborators etc.) in order to safeguard corporate assets and to prevent
unwanted or wrong behaviours that may cause the Company problems concerning safety, corporate image
and holdings, due to possible damage suffered also by third parties. The set of conduct rules to abide by is
inspired by the principles of diligence, knowledge, correctness in business relationships and aims to prevent
possible unlawful behaviours of employees, still in compliance with the rights granted to them by the Italian
legal system. To this end, it is pointed out that the possible planned assessments exclude purposes of direct
and intentional monitoring of working activities and are established according to the current legislation, with
particular reference to EU Regulation 2016/679, Law 300/1970 (Workers’ Statute) and the measures issued
by the Supervisory Authority (particularly, Order of March 1st 2007).
A copy of these Rules will be published on the corporate portal and will be given to each
employee/collaborator upon his/her hiring and establishing of their contractual relationship. Noncompliance with privacy rules may entail civil and criminal sanctions for the person authorized to process
personal data as well as for the Company, this is why it is recommended to pay the utmost attention when
reading the following instructions.
The Company recognizes the fundamental value of using communication tools both for internal
communication and with external users, also in order to reduce the response time, thus improving the
effectiveness of its own actions.
2. FIELD OF APPLICATION
These Rules apply to each appointee user of corporate goods and IT resources, i.e. a user of services and
information resources of the Company. Therefore, user means, including but not limited to, any employee,
collaborator, consultant, supplier or other who, on a continuous and non casual basis, operates within the
corporate structure using its assets and IT services.
Body, instead, means the Company, the organization and, in general, the owner of the assets and IT
resources herein regulated, who shall act by means of his/her representatives. Without prejudice to the
legal provisions concerning this subject-matter, as well as any provisions established for processing special
categories of personal data according to art. 9, GDPR, or judicial personal data pursuant to art. 10, GDPR, the
content of these Rules is to be read as a condition of service. Assets and IT resources and services, as well as
information networks are corporate assets belonging to the Company property and shall be considered as
exclusive property of the body. This considered, their use is allowed only for the accomplishment of the
professional tasks assigned to each user according to the existing relationship, that is for the professional
purposes relevant to activities carried out for the body, and for the exclusive pursuit of corporate goals. For
this purpose, it is herein specified that any data or information processed by means of the assets IT
resources owned by the body will be deemed as having corporate and not private nature. Any subjects who
are appointed as System Administrators are not subject to the application of these Rules to the extent it is
deemed necessary to perform their task correctly. If you have any doubts relating to the practical application
or correct interpretation of the provisions included under these Rules, you may refer to the IT staff by filing
the relevant form or sending a notice to the following e-mail address [postmaster@bertanitrasporti.it.] and
c.c. the “System Administrator” Dott. Cesare Bertani as well.
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3. LEGAL REFERENCES AND DEFINITIONS
According to art. 4, GDPR and the provisions of the Personal Data Protection Supervisor dated 27th
November, 2008 entitled “measures and methods ascribed to the Controllers of data processing carried out
using electronic tools in relation to the assignment of system administrator tasks”, as it has to be read and
interpreted in accordance with the provisions of the GDPR, the definitions are as follows:
1)

“personal data”: any information relating to an identified or identifiable natural person (“data subject”);
an identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online identifier or
to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person;
2) “processing”: any operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
message broadcasting or otherwise making available, comparison or combination, restriction, erasure
or destruction;
3) “restriction of processing”: the marking of stored personal data with the aim of limiting their processing
in the future;
4) “profiling”: any form of automated processing of personal data consisting in the use of personal data to
evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects
concerning that natural person’s performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements;
5) “pseudonymisation”: the processing of personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of additional information, provided that
such additional information is kept separately and is subject to technical and organisational measures to
ensure that the personal data is not attributed to an identified or identifiable natural person;
6) “filing system”: any structured set of personal data which are accessible according to specific criteria,
whether centralised, decentralised or shared on a functional or geographical basis;
7) “controller”: the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of personal data;
8) “processor”: a natural or legal person, public authority, agency or other body which processes personal
data on behalf of the controller;
9) “recipient”: a natural or legal person, public authority, agency or another body, to which the personal
data are disclosed, whether a third party or not;
10) “third party”: this means a natural or legal person, public authority, agency or body other than the data
subject, controller, processor and persons who, under the direct authority of the controller or
processor, are authorised to process personal data;
11) “consent of the data subject”: any freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her;
12) “personal data breach”: a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed;
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13) “data concerning health”: personal data related to the physical or mental health of a natural person,
including the provision of health care services, which reveal information about his or her health status;
14) “enterprise”: a natural or legal person engaged in an economic activity, irrespective of its legal form,
including partnerships or associations regularly engaged in an economic activity;
15) “group of businesses”: a controlling business and its controlled businesses;
16) “supervisory authority”: an independent public authority which is established by a Member State
pursuant to Article 51, GDPR;
17) “system administrator”, a natural person committed to the operation and maintenance of processing
systems or their components as well as all the positions which are similar as far as the risks of data
protection process is concerned, such as database, IT networks, safety means and complex software
systems administrators, in so far as they enable to process personal data; any subjects that, even if they
are not normally authorized to do operations including understanding of the application domain (data
meaning, representation format and function semantics), during their normal activities may be actually
responsible for specific working stages entailing high levels of criticality relating to personal data
protection; for all intents and purposes data saving (backup/recovery), the organization of network
flows, the management of storage media as well as the hardware maintenance are to be considered in
the same way as the personal data processing, even when the administrator carried out an
“unencrypted” interrogation of said data.
18) “IT resources”: servers; workstations; personal computers; notebooks; tablets, smart phones as well as
any other types of electronic processor; printers; plotters; photocopiers and faxes; all the IT tools
interlinked with the corporate network including cellular phones; network equipment; software and
the data acquired or created by the users or authorized third parties; any files and filing system even if
not structured, as well as IT applications.
4. PERSONAL RESPONSIBILITY OF THE USER
Hereinafter we provide the rules the Users have to comply with when carrying out tasks which imply the
processing of personal data referred both to natural and legal persons.
Preliminarily it has to be highlighted that, in order to prevent unrelated parties from becoming aware of the
personal data which are being processed, the Company has appointed each User as a person uthorized to
process data according to art. 29, GDPR; as a result of this appointment the authorized person (hereinafter
the ”Appointee”) undertook to comply with the following ordinary diligence rules, as well as all the other
measures deemed to be necessary to ensure the compliance with the provisions of the privacy policy
regulation:
(i) The assigned tools must ONLY be used for professional purposes. It is forbidden to download programs
or applications without prior authorization of the Directorate (the data traffic derived from downloading
music, videos, photos, and similar affects network performance, causing slow-downs with a consequent
loss in corporate productivity);
(ii) It is forbidden to connect USB keys or phones to a PC which may be vehicle of infection; it is forbidden
to download or simply display or listen to music or videos via PC; it is forbidden to use a PC to
download, send, share personal photos or other personal material;
(iii) all processing operations must be carried out so as to ensure compliance with the safety measures as
well as the utmost confidentiality for the information obtained, by considering all data as confidential
and usually subject to commercial or professional secrecy;
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(iv) the single stages of work and the conduct to be adopted must allow to prevent any risks of loss or
destruction of the data, their disclosure to any unauthorized persons, as well as any data processing
which is not allowed or not complying with the purposes for which said data have been collected;
(v) when employees move away from their workstation, even though temporarily, they must adopt all the
necessary measures (i.e. pc lock) so that third parties, even other employees, are not able to gain access
to the personal data being processed in any manner, both paper or computer based;
(vi) data processing operations must not be carried out for purposes not included among the tasks assigned
by the direct line manager or necessary to achieve the purposes for which data have been collected;
(vii) the correctness of the processed data must be constantly verified as well as their relevance with regard
to the aims pursued in every single case.
It will not be possible to install, duplicate or use any software not acquired under a license agreement. All
Users shall comply with the laws in force relating to IP rights and shall operate in such a manner to safeguard
the corporate IT security, according to their role and the tasks actually carried out, reporting without delay
any possible risks they are aware of, that is, breaches of these Rules, to their direct line manager. All
behaviours that may cause any damage to the company or to its image are forbidden.
5 ASSIGNMENT AND PASSWORD MANAGEMENT
5.1 CREATION AND MANAGEMENT OF ACCOUNTS
User accounts allow users to log in, thus, regulating his/her access to corporate IT resources for each single
workstation. User accounts are created by System Administrators and are personal, that is, associated to the
appointee only. Each user is responsible for the use of his/her personal account. Users can access their
accounts using their “login credentials”, normally username and password, provided by the System
Administrator who generates them with modalities which guarantee secrecy. Login credentials are corporate
data to be kept under the utmost confidentiality and it is forbidden to share their details to third parties,
even to subjects covering top-level positions within the body.
If the user has a suspicion of his/her login credentials having been identified (by someone), or of an
unauthorized access to his/her account and of the resources associated to it, he/she shall immediately
modify his/her password and report the breach to the System Administrator as well as to his/her direct line
manager in charge of Privacy.
In case of unexpected or prolonged absence of the User/Appointee as well as for any unavoidable needs
concerning working activities, corporate productivity or for the safety and functioning of IT resources, the
System Administrator, on behalf of the body, may access any equipment or device allocated to the
User/Appointee.
The goods and IT equipment subjected to these Rules are exclusive property of the body that regulates their
allocation as a consequence of the relationships created with the users.
When a working relationship with the user is established, login credentials will be managed according to
instructions: “I040 Instructions for managing IT and safety activities relating to the storage of electronic
payments” and related forms.
5.2 PASSWORD MANAGEMENT
After being informed of his/her login credentials by the System Administrator for the first time, the user shall
modify his/her password at the first use, by following the same procedure, at least on a quarterly-basis,
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when processing special categories of personal data (art. 9 GDPR) or data relating to criminal convictions and
offences (art. 10 GDPR).
When creating the password, the user shall apply the following rules:
• Using at least 8 alphanumeric characters, including special characters (#, %, etc.), one of which, at least has
to be numeric;
• The password must contain at least a capital character, a lowercase character, a number or a non
alphanumeric character as “@#$£$%...”;
• Avoiding to include parts of the name, surname or any element linked to it;
• Avoiding to include common or predictable passwords;
• Protecting the confidentiality of the password with utmost secrecy and using it within the granted limits of
use.
Writing the password on post-it notes or other supports does not comply with the regulation, it may totally
compromise the planned safety measures, it is a breach of this regulation and entails the application of
sanctions.
5.3 – ACCOUNT TERMINATION
In case of termination of the employment relationship with the user, login credentials will be managed
according to Instructions “I040 Instructions for managing IT and safety activities relating to the storage of
electronic payments” and related forms.
6. ANTIVIRUS
Even though special programmes protect Personal Computers (PC) supplied to the Users against IT virus
attacks, nonetheless they are nonetheless exposed to unknown virus attacks. In order to reduce the
probability of such attacks occurring it is necessary to comply with the following rules:
-

check that the installed antivirus programme is periodically updated and functioning;
close correctly the programmes which are being used;
before opening a document attached to an e-mail verify the sender’s address;
if you are networking, do not open any file which is suspicious or of unknown origin;
do not download or install any applications/software which have not been previously approved and
authorized by the IT personnel of the Company;
do not install any fixed or mobile hardware on the devices in use (i.e. USB keys, corporate and personal
cellular phones, tablets, etc), if it is not expressly requested and authorized by the Company;
check, by means of the supplied antivirus programme, all external devices containing data (DVD-ROM,
USB Key) before executing the file stored in them;
do not use any DVD-ROM, USB Key or other IT media of unknown origin;
pay the required attention to the results of the elaborations carried out and to any anomalous signals
sent by the PC;
use e-mail and Internet services correctly and only for working purposes;
do not modify the pre-set configurations of your own PC;
turn off your PC at the end of your working day;
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- in case of PC malfunction, which may suggest the presence of a virus, the Appointee/User should
interrupt all PC operations and avoid working with the infected system; he/she must promptly turn off
the PC and immediately contact the IT System Dept.
7. DATA STORAGE
At the end of the working day all data shall be stored on the corporate server. To this aim, when required
and if this has not already been done, the Appointee/User may request the IT System Dept. to create a
specific folder for him/her in the server or, alternatively a folder to be shared with the work team which
refers to said Appointee/User.
8. PROTECTION OF LAPTOP COMPUTERS
The User is liable for the integrity of the laptop provided to him/her by the Company and for all the data
herein stored. The User shall keep it with diligence both when using it in the workplace and when outside.
The rules set for the use of personal computers also apply to laptops.
Should a laptop be shared with other Users, the User shall definitively remove any processed file before
returning it. A laptop has greater vulnerability than a desktop computer. In particular cases harddisks shall be
encrypted in order to prevent any access to the confidential/personal data by unauthorized subjects in case
of theft or loss.
Notwithstanding any provisions of the previous paragraphs, we hereinafter specify some further measures to
be adopted when using laptops:
- store your device in a safe place at the end of your working day;
- never leave your laptop computer unattended in case of its use outside the company;
- should your laptop be stolen, promptly inform the IT System Dept., which will provide you with the
relevant instructions;
- be always aware of the information stored on your laptop, which is more subject to theft and loss than a
desktop personal computer;
- always operate with the utmost confidentiality when using your laptop publicly: both data and especially
passwords could be intercepted by inappropriate observers.
Please refer to “I040 Instructions for managing IT and safety activities relating to the storage of electronic
payments” and related forms.
9. MOBILE PHONES AND CONNECTIVITY TOOLS
According to the role or function of each User, the body provides both land-line and mobile phones, as well
as other devices like smart phones and tablets, which allow both surfing the Internet using both the business
land-line connection and the mobile data connection.
Like any other kind of corporate equipment, a mobile device is a corporate asset granted to be used for
professional purposes only. It is anyway allowed a sporadic and measured personal use of corporate mobile
phones “with reasonable diligence” according to the applicable law and, in any case, in a manner that the
relationship of trust established with the employer is not damaged.
Checks will be carried out according to the criteria and procedures described in these Rules. When analyzing
the call traffic of each phone connection and major discrepancies are found compared to the average
volume, an itemised record of the calls made by the SIM provided to the User for the interested period will
be requested.
Mobile devices must be used according to the following rules:
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Each User / Appointee of a device is responsible for properly using it and diligently keeping it, too. It is
explicitly forbidden to remove the provided SIM card from the device and to put it in other non corporate
device.
Devices must be provided with security passwords, for example a PIN code, in order to prevent other
subjects from using them. To this end, it should be noted that: the PIN code must be composed of four or
five numeric figures, or in case of using other access codes they shall ensure the same protection.
Please refer to “I040 Instructions for managing IT and safety activities relating to the storage of electronic
payments” and related forms.

10. INTERNET AND ELECTRONIC MAIL
Electronic communication means (Internet and electronic mail) shall be exclusively used for working
purposes. Any behaviour that may damage the Company is forbidden. Specifically, the User / Appointee shall
comply with the following rules:
-

-

-

-

Internet navigation is only allowed for sites which are relevant and necessary to carry out the entrusted
tasks;
the download of free software of any type from Internet sites is forbidden;
both the registration on websites and the participation to discussion Forums are not permitted except
as may be strictly necessary to carry out the working activity and, in any case, upon prior authorization
by the Company;
the use of instant messaging functions is forbidden, unless when authorized by the Company;
opening e-mails and attached files of unknown origin or having anomalous aspects (such as for example,
an unidentified sender) is forbidden; it is recommended to always check the extension after @ in order
to be sure the e-mail is sent by known senders;
answering messages forwarded by an unknown sender or having a suspicius content is not permitted as
this operation ensures the forwarder about the existence of the recipient;
we advise against the use of electronic mail to communicate confidential information, personal or
critical data, without ensuring the required protection;
it is required to always ascertain the e-mails recipients are authorized to come into possession of the
data that we are going to send;
it is essential to be always aware that both e-mails and Internet navigation are vehicles for introducing
viruses and other potentially dangerous elements into our device (and consequently into the company);
only programmes officially installed by the IT System Dept. are permitted;
it is forbidden to autonomously install programmes, as this presents a serious risk of introducing viruses
and/or modifying the functionality of the existing software applications, as well as of a breach of the
copyright law when the Company has not acquired the specific licences of use;
it is forbidden to modify the settings of the equipment or to install any storage or communication
devices or other (i.e. CD/DVD players, modems, Wi-Fi or connect cards), to connect any device to the
corporate network (i.e. switch, hub, network storage devices etc.), to carry out any kind of external
connections (i.e. via modem or connect card etc.), to access audio or video documents in streaming by
using a personal computer connected at the same time to the corporate network (thus creating a
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connection between the corporate network and the external one) except when authorized by the
Company by using the devices supplied and set up by the internal IT System Dept.
the utmost attention shall be always paid when using external storage devices (for ex. USB Keys,
external disks etc.), even if previously authorized, giving prompt notice to the IT System Dept. should
any viruses be detected;
it is strictly forbidden to access websites having any of the following objects: - unlawful or unethical
activities or topics, drugs, racism and hate, extremism, violence, occultism, coercion; - any material
intended for adults, nudity, pornography; - games, bets, brokerage and trading, download of free
software; - social network, radio and TV via Internet (except for the cases expressly authorized by the
Company);
in case of a planned absence (for example for holidays or working activities out of office) - for a period
of at least 3 working days - the User/Appointee shall activate the specific system functionality (so called
“Out-of-office”) which allows for automatically sending a message to the recipients containing the
“details” (e-mail address or telephone number included) of another user as well as other useful
contacts of the company;
we advise to delete advertisement mails, spam and all non professional mails and to empty the trash of
all mails older than 3 months. Furthermore, it is considered appropriate to minimize the dimension of
attachments.

In case of prolonged, unexpected or in any case unplanned absence of the user, the Company reserves the
right to access the mailbox of the absent User/Appointee for any necessary safety requirements as well as
for system operational reasons.
10.1. SPECIAL CARE IN PREPARING ELECTRONIC MAILS
When using the e-mail, each User/Appointee shall take into due account that external subjects may deem
the correspondence sent by a company employee of institutional nature. Therefore special attention shall be
paid to any possible contractual and pre-contractual contents in the messages.
Therefore the formulation of the messages shall follow an appropriate, correct and respectful style which
safeguards the dignity of the persons as well as the image and reputation of the Company. Furthermore, the
Company establishes the following behavioural rules which the users shall comply with:
(i)

store any communications received or sent, especially those communications from which it is possible
to deduce any commitments and/or operational instructions coming from customers, suppliers,
managers or other internal organizational positions or from any other companies of the corporate
group which the Company belongs to;
(ii) pay attention to the electronic mails and to any attached files, programmes and objects forwarded by
unknown senders, presenting a message text which is incomprehensible or in any case unrelated to the
working environment. In such cases, the users shall: firstly view the content by using the function
“Reading Pane” (or preview) and, in case of detection of suspicious content, do not open the message;
once the message has been opened, avoid opening any attachments or clicking on any “link” present
herein; delete the message and empty the “Recycle Bin” of the e-mail;
(iii) avoid clicking on doubtful hyperlinks indicated in the e-mails: in case of need, access the pointed out
websites by typing the website’s name directly in the address bar of the usual navigation browser;
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(iv) any registration to information services accessible via Internet or to on-line publishing services
transmitted through the electronic mail tools shall be authorized priorly by the Company and especially
by the IT System Dept.;
(v) in case of error in forwarding or receiving any information or data, contact respectively the recipient to
which the communication has been wrongly sent or the sender who has wrongly sent it, deleting what
has been received (including any attachment) without making copies;
(vi) avoid drawing messages containing materials which infringe the copyright law or any other intellectual
or industrial property right.
11. TRANSMISSION AND REPRODUCTION OF DOCUMENTS
In order to prevent any access to the corporate data by unauthorized third parties, some measures shall be
adopted when transmitting or reproducing documents which contain personal data.
When information is transmitted by phone, it is necessary to be absolutely sure of the identity of the
interlocutor and to check if said person is entitled to receive such information. When personal data is
transmitted by fax, e-mail, SMS, etc. and, especially, upon forwarding documents containing special
categories of personal data according to art. 9 of the GDPR (former “sensitive” data), it is required:
(i) to pay the utmost attention in order to insert the correct telephone number or e-mail address;
(ii) for faxed communications, to check for any paper jam or if multiple sheets have been pulled in at the
same time and to always wait for the transmission verification report in order to further verify the
recipient’s number and the quantity of pages sent;
(iii) for e-mailed documents, verify that the attached file and all the recipients are correct before sending it;
(iv) in case of transmission of especially sensitive data, it is appropriate to give advance notice of the
transmission by calling the recipient in order to be sure that the communication will be received directly
by him/her, thus avoiding any unauthorized third party becoming acquainted with the content of the
documentation sent.
When people in charge of duplicating documents using printers, photocopiers or other equipment, make
copies which are incorrect or not correctly readable, from which any personal data could be deduced, they
shall destroy said documents by means of the specific “document shredder” or of any other means which
make the reconstruction impossible in order to prevent any third party from becoming acquainted with said
data.
12. HARDWARE and SOFTWARE TICKETING SYSTEM REQUEST
When it is necessary to implement Hardware and/or Software applications on the equipment provided by
Bertani Trasporti S.p.A., the interested party shall fill in the P500_M01 Form for Hardware and Software
request. The applicant shall fill in the Form according to the P500 Procedure for Hardware, Software and
Ticketing System request.
The ticketing system regulated by the above-mentioned procedure allows to manage any malfunctions of
the corporate software.
13. HARD COPY ARCHIVE
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All the hard copy material containing personal data or sensitive corporate data shall not be left unattended
on desktops and shall be stored in a safe place once the work is finished. Furthermore, it is necessary to use
the same care in carrying out the routinely working activities, in order to avoid said material could be easily
readable by any third party or people who are not authorized to process said data.
When special categories of data are processed, pursuant to art. 9 GDPR (former “sensitive” data), all paper
documents shall be stored in locked cabinets/drawers or in locked rooms when moving away, even
temporarily, from the workstation. The access to the corporate premises shall be permitted only to the
personnel previously authorized by the Company.
13. SYSTEM ADMINISTRATOR
The body entrusts the System Administrator with the task to supervise the Company goods and IT resources.
The System Administrator’s tasks include:
•Managing the hardware and software of all IT equipment belonging to the body;
•Managing the creation, activation, deactivation of the network accounts, as well as all connected
management activities and related access privileges to the devices previously provided to users;
•Monitoring the correct use of network resources, computers and applications entrusted to users, as long as
they pertain to ordinary maintenance, safety management and data protection activities;
•Creating, modifying, removing or using any account or privilege as long as they pertain to ordinary
maintenance, safety management and data protection activities;
•Removing software and/or hardware components from the IT resources entrusted to users, as long as they
pertain to ordinary maintenance, safety management and data protection activities;
•Ensuring the IT safety of the Company system;
•Using the System Administrator login credentials to access, even remotely, data or applications present in
an IT resource entrusted to an user in case of his/her prolonged absence or if he/she is not trackable or
he/she is facing hindrances.
This latter activity, anyway, must be ordered by a subject who, at least, is authorized (or designed) to
process personal data within the body and must also be limited to the period strictly required for fulfilling
the unavoidable activities for which it has been requested.
An exhaustive list of System Administrators containing all significant data must be drawn up and updated
yearly, or in case of any modifications.
14. ACCESS TO THE USER’S DATA
The System Administrator and all the subjects authorized by him/her may access the data processed by the
User / Appointee via e-mail or Internet navigation exclusively for reasons of safety and protection of the IT
System (i.e. barring computer viruses, malware, intrusions through electronic means, spamming, phishing,
spyware, etc.), as well as for technical and/or maintenance reasons and/or to ensure the regular running of
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the working activities (i.e. updating / replacement / implementation of programs, hardware maintenance,
etc.).
Except for urgent interventions which are required for dealing with emergency situations, the appointed
personnel will access the data upon the User’s request and/or upon prior notice sent to him/her. If necessary
for ensuring the safety, the technical service and the regular operational activity, the appointed personnel
shall be also entitled to connect remotely and view the desktop of each workstation. In the abovementioned cases, the System Administrator may accomplish all the configuration and management
operations required for the correct functionality of the corporate IT System (i.e. removal of dangerous files
or applications).
In case of unexpected, prolonged or in any way unplanned absence of the User/Appointee as well as for any
unavoidable need concerning safety and system operations, the System Administrator and any subject
authorized by him/her may access the mailbox of the User/Appointee only for operational needs. In any case
a notice shall be promptly given to the User/Appointee as far as the occurred access is concerned.
The System Administrator and any subjects authorized by him/her may check the navigation with the
purpose of ensuring the system operation and safety, as well as running the regular working activities, i.e. by
means of a control system on the contents (Proxy server) or by means of “log file” of the navigation carried
out. Any control of the log files by the System Administrator is not continuous and is restricted to some
information (i.e. E-mail: the address of the sender and recipient, date and time the message was sent or
received and the subject matter - Internet navigation: user name, Identification of the workstation, IP
address, date and time of navigation, visited website and the total number of accesses) and these files are
stored for the period of time strictly required to achieve the organization, production and safety purposes of
the company, and in any case no later than 12 months, without prejudice to any specific requirements of
law.
The log recording system is configured to periodically and automatically delete (by means of re-recording
procedures) the users’ personal data concerning the Internet accesses and IT traffic. The System
Administrator and all subjects authorized by him/her are also enabled to access data contained in the IT
tools returned by the User / Appointee to the Company as a result of the termination of the relationship,
replacement of the equipment, etc. The User / Appointee shall precautionary delete all personal data
contained herein. In any case the Company ensures the data will not be processed by means of any
hardware and software systems, which are specifically set up to be remotly controlled including, but not
limited to:
- systematic reading and recording of e-mails or the relevant exterior data (log) beyond what is technically
deemed necessary to operate the e-mail service;
- reproduction and possible systematic storage of the web pages viewed by the employee;
- reading and recording of the letters inserted through the keyboard or similar device;
- checks on the duration of the connections and of the processed elements.
15. CHECKS
The body excludes the possibility to implement corporate forms of control aimed at directly monitoring the
working activities of the user, in line with the provisions of Italian legislation (art. 4 Workers’ Statute). Given
IT systems are checked by means of automated controls carried out by external Software intended for that
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purpose, the body excludes the possibility to carry out checks which would impact the rights and
fundamental freedoms of workers.
In order to implement this principle:
• controls will be initially carried out only on aggregate data concerning the whole corporate organization or
specific areas of work.
• In the event any infringements of these Rules are found, as well as evidences of serious violations or
crimes, or activities carried out in breach of the duty of loyalty and diligence, a general warning will be
issued, or one specific to the working area or structure concerned and concerning the anomalous use of
IT corporate tools, together with an invitation to strictly comply with the instructions herein contained;
•In case of other violations being found, more specific and accurate assessments may be carried out, even
individually.
In case of anomalies, the Company shall prefer, as far as possible, to carry out preliminary anonymous checks
referred to aggregate data within the whole corporate organization or the specific areas where the anomaly
has occurred. In these cases, upon conclusion of the check, a notice will be sent to the person in charge of
the corporate area where the anomalous use of the corporate devices has been detected, so that said
person may invite the personnel referring to him/her to strictly respect the tasks entrusted and the
instructions given.
When deemed necessary or in case of successive continuing anomalies, the Company reserves the right to
also carry out individual checks, exclusively aimed at identifying any unlawful conducts. Prolonged,
permanent, indiscriminate checks will never be carried out, except for the checks aimed at protecting the
corporate interests.
15.1 SANCTIONS
The infringement of the contents of these Rules, which is significant pursuant to articles 2104 and 2105 of
the Civil Code as well, may entail the imposition of the disciplinary sanctions laid down in art. 7 (disciplinary
sanctions) of Law n. 300 of 20th May 1970 (Workers’ Statute), and of the National Collective Labour
Agreement (CCNL) adopted by the Company.
When a violation is committed, may have been committed, or is allegedly committed, the body will inform
the competent authorities about the unlawful or improper use of corporate IT goods and tools, without
delay and without any prior notifications or formal accusations.
In case of ascertained violation of the provisions and obligations laid down in these Rules by users, the body
has the right to interrupt, stop or limit the access to the relevant accounts, when it is deemed reasonably
necessary in order to protect the integrity, safety or functionality of its IT goods and tools, as well as to
prevent the possibility of these conducts to be repeted.
16. APPLICATION AND EXPLICATION OF THESE RULES
In case of any doubt concerning the practical application or explication of these Rules, the User / Appointee
may contact the Privacy Policy Dept. and the IT System Dept.
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17. LEGISLATION, WAIVERS AND AMENDMENTS TO THE PRESENT RULES
In the event the Company intends to modify these Rules, any amendment will be applied upon giving prompt
notice to the User / Appointee. Waivers or amendments to one or more parts of these Rules will not affect
the other parts, which will remain valid. The present Rules are approved by the Legal Representative.

